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General Data Protection Regulation (GDPR) Privacy Policy

Statutory Privacy Notice pursuant to Regulation (EU) 2016/679 (GDPR), the Finnish Data Protection Act (Tietosuojalaki 1050/2018),
and the Finnish Information Society Code (917/2014).

1. Data Controller Identification & Legal Domicile 1.0

This Privacy Policy governs the processing of personal data across the Brdderna Mains online food ordering portal
(brodernamains.com), the mobile applications for Apple iOS and Google Android, and in-restaurant digital ordering terminals.
The legal Data Controller is:

ARGAN OIL BY MAIN (operating commercially as Bréderna Mains), registered with the Finnish Patent and Registration Office
(PRH) under Business Identity Code (Y-tunnus): FI31888081. Registered Seat: Torggatan 10, AX-22100 Mariehamn, Aland
Islands, Republic of Finland. Operating Restaurant & Kitchen: Kdpmansgatan, Storangen, 22101 Mariehamn, ,&Iand, Finland.
Dedicated Privacy Desk: legal@brodernamains.com (cc: broderna.mains@gmail.com), Telephone: +358 18 22960.

2. Categories of Personal Data Processed 2.0

Broderna Mains collects only the minimum personal data strictly necessary to fulfill food orders, coordinate dispatch, and
maintain regulatory compliance:

Legal Basis (GDPR Art.

Category Specific Data Elements 6) Primary Purpose
Account & Customer full name, email address, | ART. 6(1)(B) CONTRACT | Account provisioning, order attribution, and
Identity password hash (bcrypt), unique user authenticated API sessions.
uuIiD
Contact & Phone number, physical street delivery | ART. 6(1)(B) CONTRACT | Courier dispatch, real-time rider contact,
Delivery address, postal code, door buzzer / drop- and accurate doorstep food delivery.
off notes
Financial & Stripe transaction tokens, masked card ART. 6(1)(C) LEGAL Payment clearance via Stripe, fraud
Billing digits (last 4), billing country, VAT invoice detection, and mandatory Finnish
records accounting compliance.
Digital Wallet | Internal credit balance, cashback | ART. 6(1)(B) CONTRACT | Prepaid wallet ledger management and
accruals, voucher IDs, transaction logs loyalty discount calculations.
App UGC & Uploaded food reviews, star ratings, | ART. 6(1)(A) CONSENT | Public community engagement and dining
Reviews photo Stories shared in community feed experience feedback.
3. Technical Sub-processors & Infrastructure Hosting 3.0

Personal data is processed using certified, SOC-2 compliant European cloud infrastructure:
o Database & Authentication (Supabase Inc.): Hosted within European Union data center facilities (Frankfurt / Stockholm),
utilizing AES-256 encryption at rest and TLS 1.3 in transit with strict Row Level Security (RLS) isolation.

e Payment Processing (Stripe Technology Europe, Ltd.): Licensed by the Central Bank of Ireland (Ref C187865) with Level 1
PCI-DSS certification. Bréderna Mains never stores or intercepts raw credit card numbers.

e Push Notification Infrastructure (Google FCM & Apple APNSs): Utilized solely for transactional delivery progress alerts (e.g.
"Order in Kitchen", "Courier En Route"). Tokens expire immediately upon logout or account deletion.
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4. Statutory Archival & Retention Windows 4.0

Broderna Mains enforces strict tiered data retention schedules:

o Active Profiles & Credentials: Retained for the duration of the customer relationship. Permanently purged within 48 hours
upon an approved deletion request pursuant to GDPR Article 17.

e Mandatory Accounting Vouchers: Sales receipts, order invoices, and payment receipts are retained for 6 to 10 years
pursuant to Chapter 2, Section 10 of the Finnish Accounting Act (Kirjanpitolaki 1336/1997). Such archived records are
isolated, encrypted, and withheld from commercial profiling.

5. Data Subject Rights & Supervisory Complaint Mechanism 5.0

Under GDPR Chapter lll, customers have the right to request: (a) Access to their personal data (Art. 15), (b) Rectification of
inaccurate records (Art. 16), (c) Permanent erasure / right to be forgotten (Art. 17), (d) Restriction of processing (Art. 18), and
(e) Machine-readable data portability in JSON format (Art. 20).

Supervisory Authority in Finland: If you believe your data protection rights have been infringed, you have the statutory right to file a
formal complaint with the Office of the Data Protection Ombudsman ( Tietosuojavaltuutetun toimisto), Lintulahdenkuja 4, 00530
Helsinki, Finland « Website: www.tietosuoja.fi « Tel: +358 29 566 6700.
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